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PaGowass mporpamma guciuiuinHel «ObecnedyeHne 0e30MaCHOCTH KOPINOPATHBHOM
uadopmanum» UIss 00ydYarOUMXCs IO HampasieHnio noarotoBku 27.04.05 MuuoBarhka
(Marucrepckass nporpamma: [{uppoBble TEXHOJIOIMM B OH3HECE) COCTaBJIEHA HAa OCHOBAHMHU
DemepalbHOIO TOCYAapCTBEHHOTO0 00pa30BaTEIbHOTO CTaHJApTa BBICIIETO O0pa3OBaHUSA —
MarucTparypa mo HarpasieHuto noaroroBku 27.04.05 MHHOBaTHKA, YTBEPKAECHHOIO IIPHKA30M
MuHuCTepCTBa HAYKH W BbICIero oopasoBanus Poccuiickoit @enepanuu ot «04» asrycra 2020
r. Ne875 (¢ u3m. m pom.), [lopsaka opranm3aldd U OCYIIECTBJIEHUS 0Opa3oBaTEJIbBHOM
JICSITEIBHOCTH 110 00pa3oBaTEeNbHBIM IIpOrpaMMaM BbICHIET0 0O0pa3oBaHUs — IPOrpammam
OakamaBpwaTta, IporpaMMaM CIEIHaTUTeTa, IporpaMMaM MarucTpaTypbl, YTBEPKIAECHHOIO
npuKa3oM MuUHHCTEpCTBA HAayKW W BhIciiero obOpasoBanus Poccuiickoit ®@enpepanmu ot 06
arpenst 2021 r. Ne 245 (¢ U3M. M JIOIL.), B COOTBETCTBHH C YYEOHBIM IUTAHOM, YTBEPIKJIEHHBIM
Yyensim coBeToM OI'BOY BO «Jloul'V» muist Habopa 2024 roxa.

Pazpaboruuk:
JOLEHT Kadeapbl On3Hec-uHPOPMaTHKHY,
KaH[. PKOH. HayK, JIOLEHT O.B. Cuerun

PaGouas nmporpamma oo6peHa Ha 3acejannu Kadeapbl Ou3Hec-uHPOPMATUKH.
[Ipotokos oT 26.03.2024 r. Ne8

3aBenyronui kadeapoi @ P T.0. 3aropnas
COTI'JTACOBAHO:

Jlekan y4eTHO-(QOHHAHCOBOTO (paKyIbTeTa i H. B. Anexceenko
28.03.2024 r.

Y4eOHO-MeToarmIecKasi KOMHCCHUSI y4eTHO-(pHHAHCOBOYO (akyfpTeTa.
[Ipotokos ot 27.03.2024 r. Ne 7.
[Ipencenarens A. A. braxeBuu

PykoBoauTe s 0OCHOBHOM IpodeccHoHaIbHOM
o0pazoBareIbHOH POrpaMMmBl,

I-p 9KOH. HayK, mpod.

26.03.2024 r. ’

- T.0. 3aropnas
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1. MECTO JUCIHHUAILIAHBLI B CTPYKTYPE OBPA3OBATEJBLHOM
INPOI'PAMMBI

1.1. TpeOGoBanus K npeaBapuTeIbHOM MOArO0TOBKE o0yyaromuxcs,
NpeIlecTBYIOIIHE H COMYTCTBYIOIIME JUCIUIIJIMHBI, HA KOTOPbIX OCHOBBIBAETCS M3y4YeHHe
JAAHHOI:

JUCUMIUIMHBL ~ mporpaMmbl  OakanaBpuata:  basel  nmanHbix, KopnopaTuHbie
nH(pOpPMAIMOHHBIE CUCTEMBI, THPOPMALIMOHHO-KOMMYHUKAIIHOHHBIE TEXHOJIOTHU B 9 KOHOMHUKE;

JTMCIMIUTMHBI MAarUCTPaTyphl: Ba0-TexHoIoTHE B On3Hece, PazpaboTka BIO-TIPHIIOKESHUN.

1.2. JIucuMn/MHBI, KypcOBble padoThl M NPAKTHKH, JJIsi KOTOPHIX OCBOEHHE
AAHHOM AMCHMILIMHBI He00X0AMMO KAaK NpeliecTBYoLIee:

[IpousBoicTBEHHAs MPaKTHUKA: MPOEKTHO-TeXHOJIornueckas, [Ipenaumniomuas npakTuka.

2. OIIMCAHME JUCHHUIIJINHBI

2.1.  OO0mas xapakTepucTHKa

HanmeHoBaHMe mokaszaresst 3HaueHue nokasaresns

HazBanue 006pa3oBaTenbHON MPOTpaMMBbI 27.04.05 NUnanoBatuka (Marucrtepckas
nporpamma: L{udppossie TexHOTOTHH B
OuzHece)

udp 1 Ha3BaHUE B COOTBETCTBUU C b1.B.JIB.3.2 OGecnieuenne 6e30macHOCTH

y4eOHBIM IJIAHOM KOpHOpaTUBHON MHGOpMaIIUN

YacTs 00pa3zoBaTenbHOIN IPOTPaMMBbl BapuaruBHas 4acTh: BEIOOD CTYACHTA

KonuuecTBO 3a4eTHBIX erHULL / BCErO 4acoB 3/108

2.2. PacnpenesieHue 4acoB no ¢popMaM U nepruoaaM o0y4eHus

O011ee KOJINYECTBO YacOB
= CaMOCTOSI-
q) (&)
opMa g1 3 i 50n- i .
S JIEKIA nabopa- | IpaKkTH TEJIHHOU dopma
oOyueHus < 2 BCET0
8 OHHBIX | TOPHBIX | YECKHX paboThI + KOHTPOJIS
KOHTPOJIb
Ouynas 2 3 34 34 40 108 3a4er
3aouyHasg 2 3 0 8 100 108 3a4er

3. LEJU JUCLUUIIAHBI

IToaroroBka BBIITYCKHUKOB K AaBTOMATHU3UPOBAHHOMY PCHICHUIO IIPUKIAAHBIX 3alav;
CO3JaHHMIO HOBBIX KOHKypeHTOCHOCO6HBIX I/IH(bOpMaI_[I/IOHHbIX TEXHOJIOTHH | CHUCTEM,
IOATOTOBKA BBIITYCKHUKOB K I/IH(1)OpMaI_[I/IOHHOMy o0ecneyeHnIo MNPUKIAAHBIX IIPOLECCOB;
BHCAPCHUIO, adallTalluu, HaCTPOﬁKC U HHTCTpAallin ITPOCKTHBIX peI_HeHI/Iﬁ o CO3JaHuIO I/IC,
COIIPOBOXKACHUIO U  3KCILTyaTalluhd  COBPCMCHHBIX I/IC, IOATOTOBKA BBIITYCKHUKOB K
caMoo6yqumo H HCIIPCPBIBHOMY HpO(I)eCCI/IOHaJ'ILHOMy CaMOCOBCPHICHCTBOBAHUIO.

4. KOMIIETEHIUA OBYYAIOIIETI'OCS, @OPMUPYEMBIE B PE3YJIBTATE
OCBOEHHSA KOMITIOHEHTA OBPA30OBATEJIBLHOM MTPOI'PAMMBI, KX
NHIANKATOPBI U IINTAHUPYEMBIE PE3YJIbTATBI OBYUYEHUA

IIpodeccuonansHbie

Wnpukaropsl Pe3ynbraThl 00ydeHus
KOMIIETEHIIUU




[Ipodeccuonansubie
WNuukartopsl PesynbraTel 00ydeHus
KOMIIETEHIUU

IK-3. Cnoco6en | ITK-3.1. Bommonnser | [1K-3.1.1. 3Haer OCHOBHBIE
IIPOEKTUPOBATh U | IPOEKTUPOBAHUE IIEJICBOM | KOpHOpPATUBHBIE  HMH(OPMAITMOHHBIE
COBEpIIEHCTBOBATh aApXUTEKTYphl  IPOLIECCOB | CUCTEMbl M 0a3bl JJAHHBIX; OCHOBHBIE
apxutektypy u  UT- | pazpabotku Y | MHHOBAIIMOHHBIE  JOCTIDKEHUS B
nH(ppacTpykTypy CONPOBOXKICHUS chepe  pa3BUTHUS COBPEMEHHBIX
MPEANPUATHS B | TpeOOBaHMI K CHCTEMaM M | HHPOPMAITMOHHBIX TEXHOJIOTHIA
COOTBETCTBUHU C | ynpaBieHue kauecTtBoM | [1K-3.1.2. Brnageer coBpeMEeHHBIMU
OTpPEOHOCTAMU CUCTEM TEXHOJIOTUSIMH B OOJIaCTH CPEJICTB

pa3BuTHs OM3HECa

nepenadyy nHGopmauu u
POEKTUPOBAHUSI MH(GOPMALIMOHHBIX
AHAIUTUYECKUX CUCTEM

[TK-3.2 Ocymectisier I1K-3.2.1. 3HaeT OCHOBHBIE METOIUKHU

000CHOBaHME BbIOOpA | yIpaBlieHUs UH(pPaCTPYKTYpoit
METOJUKHU MNpCaIIpusATUs.

yIIpaBJICHUS

nH(ppacTpyKTypoit [1K-3.2.2.  VYmeer  00GOCHOBBIBAThH
pa3paboTKu u | BBIOOp METOIUKHU YIIpaBJICHUS
COTNIPOBOXKICHUS UH(PPACTPYKTYPOH MPETPUATHS.

TpebOBaHUM K cHCTEMaM

IMPOI'PAMMA JUCHUITJIMHBI

Ha3ssanue teMbl

Kpatkoe conepsxanne TeMbl (BOTIPOCHI TEMBbI)

1. O6HapyxeHue
KOMITBIOTEPHBIX aTakK.
BBenenue

Ilonstne mn KJ'IaCCI/I(bI/IKaI_[I/IH aTaKk Ha KOMIIBIOTCPHBIEC CCTH.
OCHOBHBIC THITBI CETEBEIX aTak. CpCI[CTBa pcaim3annun aTakx.

2. O6HapyxeHue
KOMITBIOTEPHBIX aTaK.
ATaku, cBsI3aHHEIC C
ayreHTUUKaUen u
aBTOpHU3aAlINEN

MexaHu3Mbl TUIIOBBIX aTaK, OCHOBAHHBIX Ha YSI3BUMOCTSIX CETEBbIX
IPOTOKOJIOB.  ATaku Ha  CceTeBble  CIYXObl. ATaku ¢
HCIIOJIb30BaHUEM ITPOMEXKYTOUYHBIX Y3JI0B U TEPPUTOPHIA.

3. OGHapyxeHue
KOMITBIOTEPHBIX aTak.
Ataku Ha KIHEHTa

Texnonoruu o0OHApYXKEHUS  KOMIIBIOTEPHBIX aTak H  HX
BO3MOKHOCTH. [IpsiMble M KOCBEHHBbIC NpPH3HAKH aTak. MeTobl
oOHapyxeHust arak. CuUTHATYpHBIH aHamu3 W OOHapy)KeHUe
aHOMaAJIUH.

4. O6HapyxeHue
KOMIIBIOTEPHBIX aTaK.
Beinonnenue koja

Knaccugukamus cuctem obnapyxkenust atak (COA). CereBble U
y3noBele  COA. TpeOoBanus, mnpeawsBiasemMbie Kk COA.

Crannaptuzanuss B oOnacTH OOHapyXeHHs aTak. ApXUTEKTypa
COA.

5. O6HapyxeHue
KOMITBIOTEPHBIX aTakK.
Pazrnamenne
uHpOpMalUU U
JIOTUYECKHE aTaku

Tunosas apxutektypa COA B cocTaBe ceHcopa, MOIYJS
yIIpaBJIEHUs], aHATU3aTOPa, HAOOPa MPOTOKOJIOB B3aUMOAECHCTBHS U
cpeactBa  pearupoBaHusd. Okcmutyarauuss  COA.  BapuaHTbl
pazmenienuss COA. Pasmenienue cencopoB COA. PearnpoBanue Ha
uHIUACHTHL. [Ipobnemsl, cBszanubie ¢ COA.

6. Texnomorus
MEXCETEBOTO

CTpaTer U U CpCACTBA MCKCCTCBOTO SKPAHUPOBAHUA. CO3I[aHI/Ie
SalMUIICHHBIX CCTMCHTOB IIPpU pa60Te B CCTH I/IHTepHeT C




JKpaHUPOBAHUS

MCII0JIb30BAHUEM MEKCETEBBIX 9KpaHOB. TpeboBanus
pykoBomsux JgokymeHToB @DCTOK Poccum k MexceTeBbIM
skpanam. O03op nmokymentoB RFC, permameHTHpyrOmux
UCIIOJIb30BAHUE  MEXKCETEBBIX OKpaHOB. THIIBI  MEXKCETEBBIX
9KpaHOB. (CXeMbl MEXKCETEeBOro >SKpaHUpoBaHusA. DuibTpanus
nakeroB. Kpurepum u npaBuna ¢uibTpanuu. Peanuzanus
nakeTHbIX GWIbTpoB. [loHATHE NEMHIMTAPU30BAHHOW 30HBI.
VYKperIeHHbI  KOMIbIOTep OacTHOHHOTO THNA. OpraHuzanus
y3J10B  JUIsl  OTBJEYEHHUS  BHUMAaHUS  3JOYMBILUICHHUKA.
OcoGeHHOCTH (PUIBTPAIMH PA3IHMYHBIX TUIIOB Tpaduka. [lakeTHbIH
buneTp Ha Oaze OC Windows. Crmyxb6a RRAS. Tlporpamma
ynpasienus ciyx60ii RRAS. I[lmo3sl mpuKIATHOTO YPOBHS.
Cepep SQUID, npunHuunel paboThl, BapHaHTbl KOH(UTYpALUU.
Koutpons HTTP-tpaduxa u smexkrpoHHoit moutel. Hamumcanue
npaBwJl (GUIBTPALIMHU, BO3MOXKHOCTHU O aHAJIM3Y COJIEPKUMOTO.

7. Opranu3zarus
BHUPTYAJIIbHBIX YaCTHBIX
ceren

3amaun, pemaemble VPN. TynnenupoBanue B VPN. VYpoBHu
3alMINECHHBIX KaHAJIOB. 3allUTa JaHHBIX Ha KaHAJIbHOM YpPOBHE.
Opranuzanuss VPN cpencrBamu npotokosnia PPTP. YcranoBka u
HacTpoiika VPN. AHanmu3  3al0IMIIEHHOCTH  TepeaaBacMou
nHpopmanuu. 3amUTa JAaHHBIX Ha CeTeBOM YpoBHE. IIpoTokon
SKIP. IIpotokon IPSec. Oprammzammss VPN cpeactBamu C3U
«VipNet». Ucmons3oBanue npotokona [PSec mnms 3ammTel cereit.
[[IudpoBanne Ttpaduka ¢ wHCHOIBL30BaHHEM TMpoTokosa I[PSec.
Hactpoiika  MOMUTUKKM  MEXKCETEBOTO  HDKPAHUPOBAHUA  C
ucnojib3oBanuemM  mporokona  I[PSec.  Oprammzammss VPN
cpeactBamu C3U «StrongNet». Onucanue cuctemsl. ['eHepanusa u
pacmpocTpaHeHne Kiro4eBor wHpopmanmu. Hactpoiika C3U
«StrongNet». YcraHoBKa 3alIMIIEHHOIO COEIUHEHHUs. 3aliuTa Ha
TpancnopTHoM ypoBHe. Opranuzanust VPN cpencrBamu npoTokosia
SSL B Windows Server 2003. I'eneparus ceptudukaTa OTKPBITOTO
kmoua  ana - web-cepBepa. Hacrtpoitka ~ SSL-coenuHeHus.
Opranuzanuss VPN npukiagHOro ypoBHS CpeICTBaMU MPOTOKOJIA
S/MIME u CK3U Kpunrollpo CSP. 3amumieHHsiii oOMeH
3JIEKTPOHHOM MOYTOM.

8. TexHonoruu
3aIMIICHHON 00paboTKH
nHpopMaruu

[IpumeHeHre TEXHOJIOTUM TepMHHAIBHOTO jgoctyna. Oobmue
CBEJICHMSI O TEXHOJIOTMH TepMHHaIbHOrO aoctyna. ObecneueHue
6e3omacnoctu cepBepa OC Windows Server. Hacrtpoiika cepBepa
MSTS. Hacrpoiika npotokona RDP. Cnyx0b1 kaTanoros. OO0miue
cBefeHust o ciuyxk0Oax katainoroB. Crtpykrypa karamora LDAP.
Cucrema enMHOTO BXOJa B CeTh Ha OCHOBe mMpoTokona Kerberos.
Coznanue eauHOro MpOoCTpaHcTBa Oe3omacHOCTH Ha 0aze Active
Directory.

9. Aynur
MH(GOPMALMOHHOM
0€3011acHOCTH B
KOMIIBIOTEPHBIX CETSIX

Henmn u 3amauM mpoBeneHHs ayauTa O€30MACHOCTH. JTambl U
METO/Ibl IPOBEJICHUSI, pe3yJIbTaThl paboT. HopMaTHBHO-IIPaBOBBIE U
OpraHu3allMOHHBIE OCHOBBI MpPOBEACHUS ayauTa Oe30MaCHOCTH
KOMIIBIOTEPHBIX CHCTEeM. MeXIyHapOaHble, TOCYl1apCTBEHHBIE U
BEJOMCTBEHHbIE CTaHIApThl W pPEKOMEHJAlMd B  0OO0JIACTH
uHpOpMalMOHHON  Ge3omacHocTH.  OmpeneneHue  CTPYKTYpPbI
UH(POPMALMOHHO-TEJIEKOMMYHHUKAIIMOHHBIX ceTeil. [IporpammHble
CpeAcTBa  aHalM3a  TONOJOTMM  BBIYMCIMTENBHOM  CeTH.
OmnpeneneHre MapIHIpyTOB IMPOXOXKJIEHHUS CETEBBIX IaKEeTOB.
OOHnapyxenue 00bekTOB ceTu. IlocTpoeHne cxeMbl CeTH.
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BrlsiBiIeHNE TEIEKOMMYHUKAIIMOHHOTO 00OpyaoBaHusi. BrisBieHne
U TIOCTPOCHHE CXeMbl MH(POPMALMOHHBIX MOTOKOB 3alHIIAaeMOI
uHpopmanuu. CeTeBO MOHMTOPHUHI Ha OCHOBE HCIIOJIb30BAHUS
mexaHusma WMI u nportokonos ICMP, SNMP u CDP.
[IpumeHeHne cucteM aBTOMAaTHU3MPOBAHHOIO IOCTPOEHUSI CXEMBI
cetu. CpenctBa M METOAbl  BBIABIEHUS  YSI3BUMOCTEH B
IPOTPaMMHOM OOECTICUeHHH Y3JI0OB KOMIbIOTepHOW cetu. Llenmn u
OPUHLMIBL  30HIMPOBAaHUA  y3JI0B  ceTu. Mcmosb3oBaHue
KOMMEpPYECKUX U CBOOOJHO PACHpOCTPAHAEMBIX CPEICTB ayauTa
0€30MacHOCTH KOMIIBIOTEPHBIX cucteM. OCOOEHHOCTH CpEICTB
aKTUBHOTO ayauTa. [IpuMeHeHne cpeacTB aHauu3a 3alMIIEHHOCTH
cepBepoB mNpwiokeHuil. I[IprMeHeHHne CpencTB aBTOMATH3ALMHU
KOMIUIEKCHOTO  ayauTa  WH(OpPMAlMOHHOW  0€30MacHOCTH.
CrpykTypa U (QyHKIIMM KOMIUIEKCHBIX SKCHEPTHBIX CHCTEM ayauTa
0e30MacHOCTH.  Y4YeT  CTPYKTYpbl  amnmapaTHO-IPOTPaMMHBIX

CPENCTB oObekTa nH(pOpMaTU3ALINN. PanxxupoBanue
OOHapy)KeHHbIX YSA3BUMOCTEH [0 CTENEeHU BO3JEHCTBUS Ha
3aIIMIIAEMYIO nH(pOpMaIHIO. Onucanne BBISIBJIEHHBIX

YS3BUMOCTEH W ONpPENEICHUE MEp 3allMThl, UX YCTPAHSIOIIHX.
@opMHpOBaHHE BBIBOJIOB M PEKOMEHAAIMN IO YCTPAHEHUIO
00Hapy)KeHHBIX HEJJOCTATKOB.

6. CTPYKTYPA U COJAEPKAHUE JUCHUIIJIMHBI

6.1. dopma o0y4eHHs1 — 0UHAas1, Kypc — 2, cemecTp — 3

KosmuecTBo yacoB
Jlexu. | JlaGop. | Ilpakr. | CPC+K | Bcero

HanmenoBanms pa3aciioB U TEM

1. O6HapykeHne KOMIBIOTEPHBIX aTakK. 2 2 4 8
BBenenue

2. OOHapyXeHHE KOMITBIOTEPHBIX aTaK. 4 4 4 12
ATakwu, CBI3aHHBIC C ayTCHTH(UKAIINCH 1

aBTOpU3ALHECH

3. OOHapyKeHHe KOMIIBIOTEPHBIX aTak. 4 4 4 12
ATaky Ha KJIMEHTa

4. OOHapyxeHHEe KOMITBIOTEPHBIX aTaK. 4 4 4 12
Brinonnenue xona

5. O6HapyxeHHe KOMIBIOTEPHBIX aTak. 4 4 4 12
Pasrnamenue unhopManuu u JIOTHYECKe

aTaku

6. TexHOJIOTHS MEKCETEBOTO YKPAaHUPOBAHMS 4 4 5 13
7. Opranuzanus BUPTyaJIbHbIX YaCTHBIX 4 4 5 13
ceren

8. TexHonoruu 3amunieHHON 00paboTKU 4 4 5 13
uHpOpMaIuu

9. Aynut nHbOpMalMOHHOM 0€301MacHOCTH B 4 4 5 13
KOMITBIOTEPHBIX CETAX

NTOI'O 110 KOMITIOHEHTY OIIOIT 34 34 40 108

6.2. ®opma o0yuyeHHs1 —3204Has1, Kypc — 2, cemecTp — 3

KonnyecTBo yacos
Jlexu. | Jlabop. | Ipaxr. | CPC+K | Beero

HanmenoBanus pa3aciioB U TCM




1. O6HapyxeHue KOMITBIOTEPHBIX aTak. 0,5 10 10,5
Bsenenue

2. O6HapyxeHre KOMITBIOTEPHBIX aTaK. 0,5 10 10,5
ATaku, CBS3aHHBIC C AyTeHTU(HUKAIMEH U

aBTOpHU3ALHEN

3. OGHapyKeHuEe KOMIBIOTEPHBIX aTaK. 1 10 11
ATaky Ha KIMEHTa

4. OOHapyXeHHE KOMITBIOTEPHBIX aTakK. 1 10 11
Beinonnenue kona

5. OGHapyKeHuEe KOMIBIOTEPHBIX aTaK. 1 12 13
Pasrnamenue nHpopMauu 1 JOrH4ecKue

aTaKku

6. TexXHOJIOTHsI MEKCETEBOI0 SKPAaHUPOBAHUS 1 12 13
7. Opranuzanys BUPTYaJIbHbIX YaCTHBIX 1 12 13
ceTen

8. TexHoNMOTHH 3aIUIIIEHHON 00PaOOTKHI 1 12 13
nHpopmMauu

9. Aynut nHbOpPMAITMOHHON 0€30TTaCHOCTH B 1 12 13
KOMTIBIOTEPHBIX CETSIX

NTOI'O ITO KOMITOHEHTY OIIOIT 0 8 100 108

7. OHEHOYHBIE MATEPHAJIbI (CPEACTBA) JIs1 TEKYILEI'O KOHTPOJISI
YCIIEBAEMOCTH, TPOMEXYTOYHOU ATTECTAIIUU

7.1. KoHTpoJibHbIE BONPOCHI

1. Araku Ha IPOTOKOJIBI U Cyk0b1 IHTEpHET. MEeTOIbI M Cpe/ICTBA 3aIIHTHI.

2. Tlonsitme MexceTeBBIX 3KpaHOB. KOMIOHEHTH MexkceTeBoro 3kpana. llomuTuka
CEeTeBOI 0€30MacHOCTH.

3. Kpurepun o¢unprpanun naxetoB. OCHOBHBIE CXeMbl CETEBOM 3alIUThl Ha 0Oasze
MEXCETEBBIX KPAHOB.

4. Co3zngaHue 3allMIICHHBIX CETMEHTOB CETeH ¢ NCIOIb30BAaHUEM MEKCETEBbIX IKPAHOB.

5. KoHudurypupoBanue cereBbiX GUIBTPOB Ha Oa3e HACTPOEK OE30TACHOCTH MPOTOKOJIA
TCP/IP B OC Windows.

6. 3ammwura pabouMx CTAaHIUN C UCTIOIH30BAHUEM MIEPCOHATBHBIX CETEBBIX (DHIBTPOB.

7. Opraamzamus VPN-cereii. 3agauu, pemaemsie VPN. TynnenupoBanue B VPN.

8. DOmnexrponnsie ceptudukarsl. [lIoHsTHE HHPPACTPYKTYPHI OTKPBITHIX KIFOUEH.

9. [Ilpotokonsl u cpenctBa opranmzanuun VPN Ha cereBoM ypoBHe. Hasnauenwue,
obnacTh npuMeHeHusl, ayTeHTuuKanus u mudpoBanue nanHeix B mpoTokoiax SKIP u [PSec.

10. IIportoxomsr PPTP, SSL. Ha3nauenue, obnacTb MpUMEHEHHUS, ayTeHTU(UKALUS U
mudpoBaHue JaHHBIX.

11. TIpeumymiecTBa  TEXHOJOTMM  TEPMUHAIBHOIO  JIOCTYIIA. Obecneuenue
0€30IaCHOCTH.

12. Ha3nauenue cucteM oOHapyxeHus atak. Kmaccuduxauus cucteM oOHapyKeHUs
aTak.

13. Cmyx0b1 katanoroB. OOmiue cBeneHus o coyx06ax katanoroB. CTpyKTypa KaTaiora
LDAP.

14. Cucrema eaMHOro BX0Ja B ceTh Ha ocHOBe mpoTokoia Kerberos. Co3nanue enuHoro
npocTpaHcTBa Oe3omacHOCTH Ha 6ase Active Directory.

15. Aynaut 6e30nmacHOCTH KOMIBIOTEPHBIX cucTeM. Llenu, cTanaapTsl, MOAXOIbI.

16. MHcTpyMeHTanbHbIE CpeICTBAa ayAuTa O€30MacHOCTH KOMIIBIOTEPHBIX CHCTEM, UX
BO3MOKHOCTH M HEAOCTaTKU. [IpuMeHeHne MHCTPYMEHTAIbHBIX CPEICTB ayauTa 0e301acHOCTH
KOMIBIOTEPHBIX CUCTEM.



17. TectupoBaHue  COCTOSHMS  3alMUICHHOCTH  KOMIBIOTEPHBIX  CHUCTEM  OT
HECAaHKIIMOHUPOBAHHOTO JOCTya C HCIOJb30BAHUEM CKaHEpOB Oe3omacHOCTH. Meroanka
IIPOBEJICHUS] UHCTPYMEHTAIbHBIX IIPOBEPOK.

18. Knmaccudukauus cpencts U HHPOPMAIMOHHBIX PECYpCOB B COOTBETCTBHUH CO
crarmaproM [SO-17799.

19. Ha3nauenue u OCHOBHBIC (DYHKIIMM MPOTPAMMHBIX KOMITIIEKCOB «I pu-crnennammcT
n «Konpop-cnenmamucr». [locTpoeHne Moaenu 3aliMThl  KOMIBIOTEPHOM CHCTEMBI C
HCIIOJIb30BAHUEM KOMIUIEKCHOM 3KCIIEPTHOU cHCTeMBI «ABaHI api».

20. Bugsl TpeboBanmii OezomacHoctu cornacio ['OCT P MCO/MOBK 15408-1-2002.
«MadopmanmonHast TexHoIoTus. MeToapl U cpencTBa obecrieueHus: Oe3onacHocTu. Kpurepun
OILIEHKH 0€3011aCHOCTU MH(POPMAILIMOHHBIX TEXHOJIOTUI».

21. Ha3znauenue cucteM oOHapyxkeHus aTak. Kiaccudukaius cucrteM OOHApYXKEHUS
atak. Mcronp30BaHne cCUCTEMBI OOHAPYKEHUS aTak «Snorty.

7.2. JlaGopaTopHble padoThI
1. ObHapyxeHne KOMIbIOTEPHBIX aTak. BBeneHue
2. OOHapyxeHHEe KOMIIBIOTEPHBIX aTak. ATakH, CBA3aHHbIE C ayTeHTHU(HUKalued u
aBTOpHU3ALHECH
3. OOHapyKeHne KOMIBIOTEPHBIX aTak. ATaku Ha KJIMEHTA
. OGHapy>keHue KOMIBIOTEPHBIX aTakK. BeIMoaHeHne koaa
. OGHapy>keHue KOMIBIOTEPHBIX aTak. Pasriamenne nHGoOpMaIMy U JJOTHYECKUEe aTaKu
. TexHOOTHsI MEKCETEBOT0 SKPAaHUPOBAHUS
. Opranu3anusi BUpTyaJIbHbIX YaCTHBIX CETEU
. TexHoMmoTMHM 3alIUIIEHHOW 00pabOTKN MH(MOpMAITUH
. AynuT nH(GOpMaMOHHOMN 06€3011aCHOCTU B KOMIIBIOTEPHBIX CETSX.

O 00 31 N D K

8. PACIIPEJAEJIEHHUE BAJIJIOB, KOTOPBIE ITIOJIYYAIOT OBYYAIOIIHUECH

OO6mrast oleHKa 3HAaHWK OOYYarONIUXCS MO JUCHMILIHHE TpoBoauTcs mo 100-6ammpHOM
IIKaJe MCXOJsS M3 MaKCUMyMa, MPHUBEICHHOrO B Tabiuie Hroke. OpraHu3alioHHO-y4YeOHas
paboTa B ayJUTOPHH OIICHHBACTCS HAa OCHOBE TAKMX KPHUTEPUCB KaK IMOCEINAEMOCTh 3aHSTHH,
CBOCBPEMCHHOC M KAYeCTBEHHOC BBIMOJHECHUE JIOMAIIHUX 3aJiaHui, aKTHBHOCTh BO BpeMs
MPOBEJICHUS JICKIIMOHHBIX W TMPAKTHYCCKUX 3aHATUH (ydacTHe B OOCYKICHHHM TEKYIICro H
MPOMICHHOTO MaTepHalia, PEIICHUE 3a1a4 1 T.I1.).

Bunpr pabot Bamnsr
OpranuzalioHHO-y4eOHas paboTa B ayAUTOPHH 35
CamocrosiTenpHas padbora 30
MonynbHasi KOHTpOJIbHAst paboTa 10
NTOI'O 75
3auer 25
OO6muit utor 100

CooTBeTcTBUE OAIIOB OLIEHKE

O1reHKa 0 NATHOAIUILHON IIKaJIE
KonnuectBo 6amnos >
s 100 ECTS | Dx3ameH, nuddepeHnpoBaHHbIH 3auer
3a4eT
90-100 A OTJINYHO 3a4TEHO
80-89 B XODOLLO 3a4TEHO
75-79 C p 3a4TEHO




70-74 D OBJICTBOPUTEIIHLHO 3a9TCHO
60-69 E yA p 3a4TEHO
35-59 FX HEY/I0OBJICTBOPUTEIILHO HC 3a4TCHO
0-34 F HE 3a4TEeHO

9. OBECIIEYEHUE OBPA30BATEJIbBHOI'O ITPOLECCA J1A JINL C
OI'PAHUYEHHBIMHA BO3MOKHOCTAMMU 31O0POBbsSA U UHBAJIM1OB

B xoz€e peanu3anuu QUCHHUILIMHBI UCTIOIB3YIOTCS CIICAYIONINE TOTIOTHUTEILHBIC METOIbI
0oOydeHUs1, TeKYIIET0 KOHTPOJISl YCIIEBAEMOCTH U MPOMEKYTOYHOU aTTECTAIlMH 00YJArOIIHUXCS B
3aBUCUMOCTH OT UX UHIUBUYaTbHBIX 0COOCHHOCTEH:

1) JUTSL CIICTIBIX U CITa00BUISIIINX:

— JCKIUU  O(QOPMIISIOTCS B BHJE OJCKTPOHHOTO JOKYMEHTa, JOCTYITHOTO C
MTOMOIIBI0 KOMIIBIOTEPA CO CIICIUATN3UPOBAHHBIM ITPOTPAMMHBIM 00CECTICUCHUEM;

— JUIS  BBITIONHEHUS  3QJaHdus  TpH  HEOOXOJAMMOCTH  IMPEIOCTABISICTCS
YBEJIIMYUBAIOIIEE YCTPOUCTBO; BOBMOKHO TAKXKE UCTIOJIB30BaHNE COOCTBEHHBIX YBETUYHBAFOIIHX
YCTPOWCTB;

— MMMCbMEHHBIC 3aJITaHUS O(POPMIIIOTCS YBEITMICHHBIM IIPUDTOM.

2) JUTSL TITYXHAX M CITa00 CIBITIAIIHX

— JCKITUU 0(POPMIISIOTCS B BHJIE 3JICKTPOHHOTO JIOKYMEHTA,

— MMMCbMEHHBIC 3aJIaHUS BBITIOJIHSIIOTCS Ha KOMITBIOTEPE B IMUCEMEHHOH (opme;

— 9K3aMEH TIPOBOJHTCS B THCHbMEHHOH (opMe Ha KOMIBIOTEPE; BO3MOXKHO
MpoBeJieHHE B JOpME TECTUPOBAHUS.

3) JUISL JIUI] C HapYIIEHUSIMH ONOPHO-/IBUTATENILHOTO arlapara:

— JAeKIUU O(QOPMIISIOTCS B BHJE OJIEKTPOHHOTO JOKYMEHTa, JAOCTYIHOTO C
MTOMOIIBI0 KOMIIBIOTEPA CO CIIEUMAIN3UPOBAHHBIM TPOTrPAMMHBIM O00ECTICUeHUEM;

— MMCbMEHHBIE 3a/IaHUS BBIMOJIHIIOTCS Ha KOMITBIOTEPE;

— 9K3aMEeH U 3a4€T MPOBOJATCS B YCTHOU (hopMe WIIM BBIMOJHSAIOTCSA B MUChMEHHOU
(dbopMe Ha KOMIIBIOTEPE.

[Ipy HEoOXOAMMOCTH MpeayCMaTpPUBACTCS YBEIUYEHHE BPEMEHH Ui MOATOTOBKU
OTBeTA.

[Ipouenypa  mpoBeAeHHs  MPOMEXKYTOUHOM  arTecTaluu A o0ydarouuxcs
YCTaHaBIMBAETCA C Y4ETOM HMX HHAUBUAYAIbHBIX TMCUXO(PHU3UYECKHMX OCOOEHHOCTEH.
[IpomexyTouHas aTTecTalus MOXKET IIPOBOAUTHCS B HECKOJIBKO TAIOB.

[IpoBenenue mpoueAypbl OICHUBAHHS PE3yJIbTaTOB OOydeHUs JOIMYCKaeTcsi ¢
MCIO0JIb30BAHUEM JMCTAHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOIOTHIA.

Ob6ecrnieunBaeTcst 10CTyN K MHPOPMAIIMOHHBIM U OuOInorpaduyeckiuM pecypcaMm B CETH
WuTtepHer nns kaxaoro oOywaromerocss B ¢dopMmax, aJanTUPOBAHHBIX K OTPAHHUEHUSM HX
3JI0pPOBbS U BOCTIPUATHUS HHPOPMAITIH:

1) JUISL CHENBIX U CIIA00BUIALIIMX:

— B [I€YaTHOH (OopMe YBEIMUECHHBIM HIPUPTOM;

— B (hopMe INEKTPOHHOTO JOKYMEHTA,

2) JUIS TIIYXUX U cIa0O0CbIIIaiuX:

— B IIeYaTHOM popme;

— B (hopMe ANEKTPOHHOTO JOKYMEHTA.

3) JUT 00YJAOIIUXCSI ¢ HAPYIICHUSIMHU OMOPHO-ABUTaTeIbHOTO ammapara:

— B IIeYaTHOM popme;

— B (hopme IEKTPOHHOTO TOKYMEHTA.
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10. MATEPHAJBHO-TEXHUYECKOE OBECNEYEHHUE YYEBHOTI'O
MPOLIECCA

VYuebuble 3aHsATHS 1O gucnuiuimHe «OobecrieueHre O€30MaCHOCTH KOPHOPATUBHON
uHpopMaluu» npoBoaiTcs B 8-M ydeOHOM kopmyce (r. Jloneuk, yia. Yemockuhies, 1. 198a)
yHHBepcuTeTa. i1 mpoBeeHHs JEKIMOHHBIX M MPAaKTUYECKUX 3aHATUN TpeOyeTcs: ayauTopus,
o0OpyZIOBaHHAsT MEJIOBOM WM MapKEpHOH JOCKOH, MYIbTHMEIUIHBIN MPOEKTOp W JKpaH,
HOYTOYK, KOMIUIEKT y4eOHOH MeOenu s CTYyICHTOB, pabodee MecTo mpernoaaBareis. Berxoa B
WuTepHeT mpoBOJHOM WM ¢ UcToib3oBaHeM Wi-Fi.

WupuBuayanbHble W TPYNIOBBIE KOHCYJIBTAlMM  CTYJCHTAaM JUIsl  MPOBEICHUS
CaMOCTOSITENIbHOM pabOThl MPEeIOCTaBIIAIOTCS Ha Kadeape OuzHec-uH(OPMATUKH, HaXOsIencs
B 8 yuebHOM Koprmyce (aya. 518).

Jnist caMOCTOSITENFHONH pabOTHl  HMCIOJIB3YIOTCS TEKCTOBBIE M AJIEKTPOHHBIE PECYPCHI
HayuyHoil OuOaMOTEKM yHUBEpPCUTETa M APYrUX HJIEKTPOHHBIX OMOIMOTEYHBIX 0a3 JaHHBIX,
y4eOHO-METOMYECKOE 00ecriedeHe, MPeICTaBIEHHOE B Y4€OHO-METOIMYECKOM KaOuHeTe §-To
yueObHoro kopmyca (aya. 105), maTepuanbHO-TEXHUYECKYIO 0a3zy yueOHOU saboparopuu
kadenps! «buzHec-uHGOPMATUKN».

B mpomecce o0yueHHs CTYIEHTHI HMMEIOT BO3MOXHOCTh HCIIOIB30BaTh yueOHBIC
Martepuansl 1o aucuumiuHe «OOecrnieueHue 0€30MacHOCTH KOPIOPATUBHOM HHGPOpMAaIm»,
pasmernendsie Ha rmiaargopme Moodle Ilentpa aucraniponHoro o6pasoBanust ®T'BOY BO
«loul'V». C wucnonb3oBaHUEM pecypcoB IUIaT(GOPMBI  JIUCTAHIIMOHHOTO 00pa3oBaHUs
OCYIIECTBIISIETCS TEKYIIMA KOHTPOJb 3HAHWH OOYdYalOMIMXCSl HAa OCHOBE TECTUPOBAHHS U
MIPOBEPKH PE3yIbTaTOB CAMOCTOSITEIIHHOM pabOTHI.

IIpu u3ydyeHuUn NUCLUIUIMHBI NPUMEHSIOTCS 3JEKTPOHHOE O0yYeHHE M AUCTaHIIMOHHbIE
00pa3oBaTesIbHbIE TEXHOJIOTHH.

11. PEKOMEHAYEMAS JIMTEPATYPA

11.1. OcHoBHasi JuTeparypa

1. Cuerun O.B. besomacHocTh ceTeit W mpwiiokeHuil : ydeOHoe mocobue O.B.
Cuerun. — Jlonenk, ['OY BIIO «louHY». —2019. — 101 c.

2. Cuerun O.B. CereBas 6e30macHOCTh : yueOHO-TIpakT. mocodue O.B. Cherun. —
Honenk, I'OY BIIO «/loaHY». —2019. — 121 c.

3. Munocnasckas, H.I'. Uatpaceru: noctymn B Internet, 3ammura : yueb6. mocobue s

CTYJICHTOB BY30B, oOydarom. mo cnern. «Kowmmiekc. obecrieueHne uHPOpM. 0€30MaCHOCTH
aBTomatusup. cuctem» / H.I'. Munocnasckas, A.W. Toncroi. - M. : KOHUTH, 2000. - 527 c.

4, NudopmanrionHas 6e30MacHOCTh OTKPBITBIX CHCTEM [TEKCT| : y4eOHUK mAis
CTYICHTOB BY30B, oOywatomiuxcs 1o crneuuanbHoctu 075500 (090105) - «KomrmiekcHoe
obOecrieueHre MH(POPMAITMOHHOW OE30MAaCHOCTH aBTOMATH3UPOBaHHBIX cucteM» : [B 2 T.]. T. 1 :
YTrpo3sbl, ySI3BUMOCTH, aTaku U noaxo/s! k 3amure / C. B. 3aneunukos, H. I'. Munocnasckas, A.
N. Toncroi, /1. B. Ymakos. - M. : I'opsuas JIuaus-Tenexkom, 2006. - 535 c.

11.2. JlomoJHHuTeJbHAs JUTEpPATypa
1. [Mapkep, Tum. TCP/IP / T. Ilapkep, K. Cusn ; [lep. ¢ anrn.: E. MaTBees. - 3-e u3.
- M. u np. : Ilurep, 2004. - 859 c.

2. JlanonuHa, O. P. MexcereBoe skpanupoBanue : yue0. mocodue / O. P. JlanonuHa.
- M. : UnTepuet-yH-T uHdopM. TexHosnoruit : bunom. JIa6. 3nanuii, 2007. - 343 c.
3. Bparr Pobepta. besomacHocts cereit : momHoe pyk. / P. bparr, M. Ponc-Oycnu, K.

CrpaccOepr ; nep. ¢ anrn. . Tpyouukosa, S. MaiicoBoii, M. ®aneeBoil. — MockBa : 3KOM
Bunowm. J1a0. 3uanuii, 2006. - 912 c.
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4. Omudep, B.I'. KomnbroTepHble ceTH : MPUHLIUIIBI, TEXHOJIOTHUH, TPOTOKOJbI / B. T'.
Omudep, H. A. Onmudep. - 4-¢ uzn. - Mocksa [u np.] : [Turep, 2010. - 943 c.

12. NH®OPMAILIMOHHBIE PECYPCBHI

1. Hauuonanbuasi 3JIEKTPOHHAs 0nodIMoTEKA (HOB): dbenepanbHas
rocynapcTBeHHas wHpopMmanuoHHas cuctema / MunmctepctBo KynbTyper P®; Poccuiickas
rocyiapcTBeHHas oubnmmuoreka. — MockBa, 2019- . — URL: https://rusneb.ru/ (nara obparmenus:
01.09.2023). — Pexum mocryna: cBoOOIHbIH, noanucka. HeoOxoauma ycTraHOBKa IPOrpaMMHOTO
obecrieyeHus. — TEKCT: AIMEKTPOHHBIN.

2. eLIBRARY.RU: nayunas snextpoHHas 6ubnuoteka: caiit. — Mocksa, 2000- . —
URL: https://elibrary.ru (mara ob6pamenus: 01.09.2023). — Pexum mocTyma: ajas aBTOPU30B.
MI0JIb30BaTENEN. —T€KCT: JIEKTPOHHBI.

3. Hayunast snextponnass Oubnmorexka «KubepJlenunkay: caidt / Accouuanms
«OTtkpbiTass Hayka». — Mocksa, 2014- . — URL: https://cyberleninka.ru/. — Pexxum moctyma:
CBOOOAHBIN. — TEKCT: 3EeKTPOHHBIMH.

4, DNeKTpOHHO-ONOIHOTeUHAS cucreMa «Jlanby»: [caiT]. - URL:

https://e.lanbook.com (mata oOpamenus:: 01.09.2023). — Pexum poctyma: Ui aBTOPU3OB.
MOJIb30BaTeNed. — TEeKCT: 3IIEKTPOHHBIMN.

o. IBC IOpaiitT: snexTpoHHas OubinoTeyHas cucteMa: caT. — Mocksa, 2013. —
URL.: https://biblio-online.ru (nara obpamenus: 01.09.2023). — Pesxxum pocTtyma: it aBTOPU30B.
MOJIb30BaTeNel. — TEeKCT: 3JIEKTPOHHBIMN.

6. DyiekTpoHHO-0ubaoTeuHasi cucrema Joul'Y: caiit / ®I'BOY BO «loHl ' Y». —
Hownernk, 2016- . — URL: http://library.donnu.ru/ (mata o6pamenus: 01.09.2023). — Pexum
JOCTyMa: CBOOOAHBINA. — TEKCT: JIEKTPOHHBIH.

7. DuekTpoHHbIH KaTajgor Hayunoit OuGnmoreku [onl'Y: pasmen caiita / Hb
Joul'Y. — Tekcr: anexrponnsiit / DBC Joul'Y: caiir. — URL: http://library.donnu.ru/catalog/
(mata oOpamenus: 01.09.2023). — Pexum gocTtyma: MOHWCK CBOOOJIHBIN, 3JICKTPOHHBIC
JIOKYMEHTBI — JiJ1s1 Ttosib3oBaTesned JJonl'y.

8. Ounexktponnbiii apxuB [oul'Y: pazmen caiita / Hb Honl'Y. — Teker:
anekrpounsii // DBC Jlonl'Y: cait. — URL: http://repo.donnu.ru/ (mata oOpalieHus:
01.09.2023). — Pexxum moctyma: CBOOOIHBII.

13. NPOI'PAMMHOE OBECIIEYHEHHUE

1. Windows 7 PRO (kxopnoparuBnas nunensust Joul'Y Ne 46484614)

2. Microsoft Office (kopnoparuBnas aunensust o'y Ne 46472919)

3. Microsoft Visual Studio (nuuensust nporpammel Dream Spark st Beiciux yueOHBIX
3aBEJICHU)

4. Antusupyc Kacnepckoro, Adobe Acrobat Reader, xPDF (nuuensun GPL, Apache,
BSD n1s1 cB0G0AHOTO MPOrpaMMHOTO 00ECIICUeHNs).


https://rusneb.ru/
https://elibrary.ru/
https://cyberleninka.ru/
https://e.lanbook.com/
https://biblio-online.ru/
http://library.donnu.ru/
http://library.donnu.ru/catalog/
http://repo.donnu.ru/
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